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Switch{config)$

Switch (config)#int £0/1

Switch (config-if) #sw

Switch (config-if) #switchport mode access L/f,#

Switch (config-if) #switchport port-security —

Switch (config-if) #switchport port-security maximum 1

Switch (config-if) #switchport port—-security mac—address 0001_.4340_323B ——
Switch (config-if) #switchport port-security wioclation shutdown e
Switch (config-if)#

Switch (config-if) #do wr —

Building configuration. ..
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Py 3 Switchi{config-if)#do show port-security
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Switch({config-if)#do show port security
SLINE-3-UPDOWN: Interface FastEthernet(/1, changed state to down Fa0
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~ Switch({config-if]#switchport mode access

Switch({config-if) #§spanning-tree portfast

%Warning: portfast should only be enabled on ports connected
host. Connecting hubs, concentrators, switches, bridges, etc.
interface when portfast is enabled,

Use with CAUTICN

can cause temporary brid

Faz o
e dfR-PT %Portfast has been configured on FastEthernet3/l but will onl
Swilch4 have effect when the interface is in a non-trunking mode.
Fa3n Switchi{config-if)#do wr
Building configuration...
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Fadit Switch({config)gint £3/1
—— Switchl(config-if) #spanning-tree portfast
%Warning: portfast should only be enabled on ports connected &«
28602417 host. Connecting hubs, concentrators, switches, bridges, etc..
Swditch3 interface when portfast is enabled, can cause temporary bridg:
IFEUIZ Use with CAUTION
. ' &Portfast has been configured on FastEthernet3/l but will only
~ I hawve effect when the interface is in a non—-trunking mode.
\\ FE””r Switch ({config-if) #spanning-tree bpduguard 2
i\ IFEDH disable Disable BPDU guard for this interface
S enable Enable BPDU guard for this interface
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Building configuration. ..
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Enter configuration commands, one per line.
Switchiconfig) g
Switchi{config) ¢inter

Switch (config) ¢interface £Z/1
Switchi{config-if) #spanning-tree guard root
Switch({config-if)g#
Switch{config-if) #do wr
Building configuration...
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Ctrl+F§ to exit CLI focus
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Switch#show spanning-tree inconsistentports
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Number of inconsistent ports (segments) in the system : 0O
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Enter configuration commands, one per line. End with CHNTL/Z.
Switch(config) #interface range fastEthernet 0/1-2
Switch(config-if-range) ¢storm-control broadcast level 40 ——
Switch (config-if-range)# _— -
Switch (config-if-range)#

Switch(config-if-range)f#do wr -~

Building configuration...

[CK]

Sw:Lt:ch-]ccnfig—if—rangEJ8|

Cirl+F6 to exit CLI focus

[ Top

Al Aol sda Helai Jls ‘_gj Broadcast <ULy gs‘}f @.43\ S A all e (e %40 e\d&:m\ LilSa) Ui Liaiia g

33030 bl Jlea) s Traffic J) pasas



e sl
- &omwll il ol %a3 / duol] aiwdl- ailogleall duwaigl @S- cazdl dzols

. 9gl5> caisj 6,955l / (Layer 2 Security) & olx2

222Any Questions



10



	الهجمات المُمكنة في الطبقة الثانية
	1. انتحال العنوان الفيزيائيّ MAC Address Spoofing
	2. هجوم طفحان جدول MAC (MAC Address Table Overflow Attack)
	3. هجمة STP Attack
	4. هجوم العاصفة (LAN Storm Attacks)


	Widget: Networks Security


