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Layer 2 Security ... Continue

VLAN Attacks ¢

sl o O oS (Leall S sl 480 YY) Slal aalgall Aalin 5 VLANS () Jsasll G o sagll 138 Cangy

Switch spoofing .1
VLAN Hopping (Double-tagging VLAN) attack .2

Switch Spoofing i (Rogue Switch) 48 jall A3l agaa
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Attacker sees traffic destined for sarvers.

VLANs (VLAN Hopping Attack or Double-Tagging) J) s 35880 agad  x
O ) 6 9a3 51) 802.1Q (e s 5 533 (Frames) <l k) Jlu sl dame Access VLAN (a2 5 e aales o sy
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1 An attacker is on VLAN
10, but inserts a VLAN
20 tag into the frame.

2 The first switch strips off the first tag and

does not retag it (native traffic is not
retagged). It then forwards the frame to
g_ the next swiich.
8({: ‘?Q 7, 3 The second switch receives
“’Q 8 4 the frame on the native
%, 20 VLAN.
N 802.1Q, Frame
—_——

Trunk
{Native VLAN = 10)

g

4 The second switch examines
the frame, sees the VLAN 20
tag and forwards it
accordingly.

Target
(VLAN 20)

Mote: This attack works only if the trunk has the same native VLAN as the attacker.

Mitigating VLAN Attacks v
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Mitigating VLAN Attacks :Jte

VLAN 10 VLAN 2D
1921881024 Q 192.168.2.0/24
i
b
PC-PT PC-PT
PCO PC
192.168.1.10/24 192.168.2.20/24

Switch2 Aaall Je ddtl) cilagdasll 5ol 1

Switchi{config)fvlan 1000

Switchiconfig-vlan) #name bogus_native_vlan
Switch{config-vlan) #exitc

Switchiconfig) tinterface £0/3 —_—
Switch{config-if)f#switchport mode trunk ——

Switchi{config-if)#
S LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetd/3, changed state to down

SLINEPROTO-5-UFDCWN: Line protocol on Interface FastEthernet0/3, changed state to up

Switchi(config-if)fiswitchport trunk native wvlan 1000 —

Switch{config-if)f#switchport trunk nativ

%CDP-4-NATIVE_WLAN MISMATCH: Watiwve WLAN mismatch discowvered on FastEthernetO/3 (1000),
with Switch Fa

%CDP-4-NATIVE_WLAN MISMATCH: Watiwve WLAN mismatch discowvered on FastEthernetO/3 (1000),
with Switch FastEthernetl/1 (1%SPANTREE-2-RECYV PVID ERR: Received BPDU with inconsistent
peer wvlan id 1 om FastEthernet0/3 VLAN1000O.

-BLOCE_PVID _LOCAL: Blocking FastEthernet(/3 on VLARN100O. Inconsistent local

Switchi(config-if)dswitchport trunk allowed vlan remove 1000
Switch{config-if)fex

Switch (config) #do wE

Building configuration...

[OK]

Switchl 3l e 40 ciladaill g3kl 5 LS

Switchi{config)f$vlan 1000
Switch({config-vlan)#name bogus_native V1N e

Switchiconfig-wvlan) fexit

Switchiconfig)#inter

Switch(config)#interface £0/1

Switch({config-if) #switchport mode trunk —

Switchi{config-if) #switchport trunk natiwve

$CDP-4-NATIVE VLAN MISMATCH: Native VLAN mismatch discovered on FastEthernetd/l (1), with
Switch F

Switchiconfig-if) #switchport trunk native wvlan 1000 —

Switchi{config-if) §%SPANTREE-Z-UNBLOCE CONSIST PORT: Unblocking FastEthernetd/l on
VLAN1000. Port consistency restored.

£SPANTREE-2-UNELOCK CONSIST PORT: Unblocking FastEthernetd/l on VLANOOOLl. Port
consistency restored.

Switch({config-if)#

Switchi{config-if) #switchport trunk allowed wlan remowve 1000 ——
Switchi{config-if)#do wr

Building configuration. ..

[OE]



DHCP Spoofing 4e34  x

:DHCP Cleaaa (10 (e 6 2a
DHCP spoofing o
DHCP starvation o

ALY ) o sliall il (& 3 DHCP #2334 aza s DHCP Spoofing <lasa 8 o
& s sl 5 el xie Jaf e DHCP Spoofing dess Ji Leslaain) &3 L Llid DHCP Starvation W

O,
Client
DHCP attacker —
replies before o
DHCP server. 6
Legitimate server DHCP
responds Broadcast
too late.

Legitimate
DHCP server @

DHCP Spoofing (DHCP Snooping) 4ea (1 Jiailll v/
(a8 43 5 sal) 28Ul paa%) DHCP J) lallal laiu) LalSals Al A4 Ml paas Ua o4

:configuration mode zxa oVl (e DHCP Snooping Jexéis Y 4
Router (config) # ip dhcp snooping

Router (config) # ip dhcp snooping vlan vians-IDs or ranges

| Router(config-if)# ip dhcp snooping trust |




(b il ) gie g ardiudl Yleal [P (ihaidl ol giall (5 9ay DHCP Binding Table =% Jsaa Ly 230 o3 4 68
_?J';:mm]\ L@J (AL L.rﬂ\ VLAN (VLAN ID) J PEJ} ?J';:mm]\ Jaa 4 Jaiall daudll ?3)} MAC

DHCP Snooping and DHCP Limit Rate :J%s

10.0.0.0/24
switch(config) %ip dhcp snooping
RO{canfig) #ip dhep pool 10 =g, switch(config) #no ip dhep snooping information option
h - switch(config) #p dhcp snooping vian 1
Ro{dhcp-config) #network 10.0.0.0 255.255.255.0 Trust I- ‘ Fal/0 Switch(config)#interface range f0/2-24
1841
RO . S L
Switch(config)#interface fastEthernet 0/1 Switch(config-if)#ip dhcp snooping limit rate 10
Switch(config-if) #ip dhop snooping trust
Switch(config-if)#ip dhop snooping limit rate 10
11.0.0.0/24
Fal/1
_ 7L Fa0fo Fa0/: Fad/4 Fa0
R1{config)#ip dhcp poal 11 i 20/ Get from trust
R1(dhcp-config) #network 11.0.0.0 255,255,250 wiust L84L‘T1 B = e
o Laptop-PT
R1 Switch0 LaptapD
12.0.0.0/24 Switch#sh ip dhcp snooping
Fa0/o
R2(config)#ip dhop poal 12 ~ o1
R2(dhcp-config) #network 12.0.0.0 255.255.255.0 untrust \ ‘
1841
R2

ARP Spoofing 4e2a  x

Jolsie Aol as sisale) ead cay alAll ARP J) Jsas ) <38 ARP s deagll 038 (ania palgdll Capay
palgall Cii 3l MAC

pabedl) s ye (@5 MAC Jb b Al [P J) o) sie () Al yall 2 550 e 4ua i Bale) ol
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ARP Cache on PC-A ARP Cache on R1

IP Address MAC Address IP Address MAC Address
192.168.10.1 EE;EE;EE:EE:EE:EE 192.168.10.10 EE:EE:EE:EE:EE:EE

IP: 192.168.10.10
MAC: AA:AAAAAAAAAA

ARP Reply:

192.168.10.1 has EE:EE:EE:EE:EE:EE e

-
IP: 192.168.10.1 R1
MAC: AT:AT:AT:AT:AT:AT

ARP Reply:
192.168.10.10 has EE:EE:EE:EE:EE:EE

IP: 192.168.10.254
MAC: EE:EE:EE:EE:EE:EE

ARP Cache on Attacker Host

"‘ 1P Address MAC Address
Attacker 192.168.10.10 AAAAAAAAAAAA
192.168.10.1 ATAT:AT:ATATATL

ARP (Dynamic ARP Inspection (DAI)) ! (-Ssalisal) (asil) 585  ARP dasa (e Juaiill) v/

e sl 48 se el e VARl Bilie aies Caial 4ty Cus (Adde ainy 431 Jin) DHCP snooping Jie DAT Jexy
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A8 ¢ gall
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Untrusted Ports
[—
PCF Fap Trusted Port
PCO
Fadi Gighit o Gighl y =08
! 9
2911
Routerd

Laptop-PT
Laptopl




;QL’J\S Switch( Au& Je clalac Yl oS g

Switchi{config)gvlan 10 o0

Switch{config-vlan) #name V10
Switchiconfig-vlan) #exit
Switch{config)#interface range £0,/1-2 =—

Switchi{config-if-range)#switchport mode access —
Switchi{config-if-range)#switchport access vlan 10 =
Switchi{config-if-range)fexit

Switchiconfig) #ip dhcp snooping —

Switchiconfig)#ip dhcp snooping wvlan 10 —W
Switchi{config)#

Switch{config)&interface glsl

Switchi{config-if) #exit

Switch{config)#ip arp inspection wlan 10 —
Switchi{config)ginterface g/l o
Switchi{config-if) #ip dhcp snooping trust —_—
Switchi{config-if) #ip arp inspection trust
Switchi{config-if) g

Switch{config-if) fdo wr ___

Building configuration...

[CE]

—_

lemaan Jo TP U olsie sl 4a s MAC J ) sie 5l saadl MAC o siad) e ganidll gikai of oSy

81 (config)# ip arp inspection validate ?
dst-mac Validate destination MAC address
ip Validate IP addresses
src-mac Validate source MAC address

S1(config)# ip arp inspection validate src-mac
S1(config)# ip arp inspection validate dst-mac
81 (config)# ip arp inspection validate ip

81 (config)#

81 (config)# do show run | include validate

ip arp inspection validate ip

S1(config) #

S1(config)# ip arp inspection validate src-mac dst-mac ip
81 (config)#

81 (config)# do show run | include validate

ip arp inspection validate srec-mac dst-mac ip
sl(config)#

(Mitigating Address Spoofing Attacks) (xsbiall Juii) Slaas (e Jaill) v/

Cliaa 1) S Leiad g o sbiall Jlatil cilasa CaLEESY TP source guard 4leal) 3 e Cisco Y24 a2dind O ofa
Aoe el A sy JANs

¢ (Binding) 2 48 s DHCP Snooping <ty 8ae8 (e 32&Y) MR (40 1302 TP Source Guard a5
Uy asual )JAAL@J;AJ@ML;)@IAGA}IP J L slie an radll 3 eyl



&A»

.(untrusted Layer-2 interfaces) W G3sisadl ne Layer2 4Suill Sleal s Je TP source guard 2lae) ol

IP Source Guard 212 :(A&ld) 3yl Jha i) Jba

Untrusted Poris.
;)!\
PCF Fag Trusted Port
PCO
Faort ™ G0/ Gighio A}f‘i
VLA Fa02 40 oa1 2911
Syiitcho Routerlt
Fal
Ej
Laptop-PT
Laptop0

:Switch0 4uall e 206l e 5Y) i

Switch (config) # interface range fastethernet 0/1-2

Switch (config-if) # ip verify source

Leistie o Jpanll 400 e Jlad DHCP 2334 o e 3 jead) culS Jla b b 1450l el o) el
.DHCP Snooping <ily sael8 (e saliiuy) Al Gy MUl s Alzé DHCP Snooping <uilS

St Ca Usay Jay y Al dlacly a8 Ladie (Ll 8 Jlall g8 LS) DHCP p2aias ¥ 6 jeay) cailS Jla 3 Loy
a0 alasiuly AN Alaial) 5 3eaY) e SO VLAN JI a5 2l i, s MAC J) ol sie s [P JI o sie e

s Sul

Switch (config) # ip source binding mac address vlan vian_id ip_address interface interface type interface number

;Q\;’J\S SwitchO Ml}fd\ ‘_Ac M g.;\)ﬂ Q\.A,)L_ﬂ‘ Q)ﬁj

Switch (config-if) # ip source binding 0090.0CD9.A4EE vlan 10 192.168.1.10 interface fastethernet 0/1

Switch (config-if) # ip source binding 0000.0C12.4688 vlan 10 192.168.1.20 interface fastethernet 0/2




:Ip Source Guard Jasi lae

Switch (config) # interface range fastethernet 0/1-2

Switch (config-if) # ip verify source

sAdaa e

O sie paadl port-security Jbadl dlial adain 5 chadd jaadll jp J) O sie e ip verify source 4elss o)
Lol jaad MAC

Switch (config) # interface range fastethernet 0/1-2

Switch (config-if) # ip verify source port-security

:Note

GNS 3 ‘_,J:; M uS.u‘g «Packet Tracer ‘;ﬁh.’d\ (aa Janss Y Mfy.ia Py E_)ﬁﬂ\ FRYY (a QLA...\LCJ\ fax
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