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AAA Server (&b (s L§3 gid)

AAA Servers (Authentication, Authorization and Accounting Server)

ke »
Joosll 5,153 TS 10 Yo AAA Servers wlblwlly Jgoglly §5sill 8,15] wlorko 4845
JW5> o 8 5all 03n Cisco &S i 855 Lols JSuing wlezsally YA & Suidl & jo>W
ol U 425 s3] Terminal Access Controller Access-Control System ¢S gig sl 31 paziwl
RADIUS (Remote Authentication JsSgis sl plaziwl ol Cisco &S i Lolx)l +TACACS
Lo axSuid] 8562V oo Sl JS e $iodl 8 b, s e Dial-in User Server)

Ta> LS 650291 of wlblwsdl sas olS 5] dols

Gaal G gb >
oy Ol oSaug SSH ol Telnet Lol posin Wils asy o8 S lgz sl slach pladl a i oais
tNSWI eI W o (Wlie (19 a%g0) (sSaiall

(Packet Tracer S =xall jouo 9b WU aiyplas piw Lo JS)

username [username] password [password]
line console @

Login local

) PCO Jleall (o (Lllie 4 45 sall) - Sail) Sleadl dlae) dadial Jaal) die 5 pall 4alS bl s 40 Laali
(WY L sl s shall (pania o i
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Physical Config Desktop Programming Aftributes
I
—

Terminal

erification

iguration commands, one per line. End with CNTL/Z.
igl#

Ol aales oY Sy Ml (plaintext) 34 e 5SS telnet JsS 55 aladiul die Lelal a1y ) bl &)
sl SSH (Secure Shell) JsSgig aladiul o La Lala <l Leaadiag g Olinll o288 yag 9 4SSN e culaty
A oo 4l Jsa ol ol Al (Sl Sleadl s soaall Slea G Adaliall il

(Remote Access) ki a e Cploaiall Cpeniiivs) &y 58 e 35580 ddee e Telnet JsS 535 0 dae sty ¥
.Console/AUX cable G:yb oo Sadll Sleall Jsaa sl Jal (e daladinl oy 43l ¢

Al calac ) 33kl Telnet aladiuly Juai¥) vie ) 5 pall el 5 aadiuall aul (e (355l Jurill

enable password [password] //set password for enable

username [username] password [password]

line vty @ 4 //means that the device can allow 5 con, accept <0-15>

login local //check credential from local DB

taoly alasMo
gios) Jszall o oSeii o) (enable) Juzaill giog) g0 dalS 3579 pas Jl> (o8
2% o Swadl jle=ll slaclg privileged EXEC

wlodzill 8 7oga 92 LS enable giogll ;9 50 aolS Huusis Liod MsJ
caay Lud |
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SSH djsjﬁjﬁe\a';:w\e@uuﬁ\aﬂﬁiﬂiﬁ@ﬁ&u@\ Jalihs Telnet JsS 58 5 ol el U <3 LS
Al Slagdadll 33,k o SSH Jaxdi sy 5 cRemote Access suml) Clulall

hostname R1

enable password [password] //set password for enable
Ip domain-name [domain.ex]

Ip ssh version 2

crypto key generate rsa //generate RSA key and use 1024 as modulus

username [username] password [password] // We did it recently

line vty 0 4

transport input ssh

‘Desktop < sill (aa Telnet/SSH Client s s el paldldl codall Slea A Jax

¥ pci
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PC Wireless Traffic Generator MIB Browser
192.168.1.0/

4

7
Fa0 o
’
PC-PT
PC1
PPPoE Dialer Text Editor Firewall
Netflow Collector loX IDE TFTP Service Telnet / SSH Client
¥ pci — 0 *
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I

JLASY\ &}_’ At Teinet / SSH Client

Session Options

AUAS\ 4\;}.«3\ Q\}k— Connection Type S5H w
A,_} e AJ\ J)‘-“)n Host Name or (IP address) |192.163.1.1 | m\m] r“ x.,ﬁ;\n . A e“‘
Username |ali | el ULl saclE yaa

43 dl) (e
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em}aa.mbl\ JJJA\:\ASLAJQJM daAll (.\M JJ)A\I\.ASJ;':}__,UM\ eﬁjConnectMuA@
pxximall awl Jo] 09 privileged EXEC sl J) Jsadll oSa Y basys Yl enable
rasy bud| sglaztl (9 SSH JI dawd=d Laroloe] o5 (udlll g9 )l dalSy

55H Client X

configuration commands, one per line. End with CHNTL/Z.
Ri{config)#

AAA Server Gasb s &l >
L e Eal) A0 ol 5 ade il o3 A S Bae (ge (S Port-security 4 of Ailu s jualaa b L
.(Port-Based Authentication) il J3& (e a2a%504)

) Il 2 Sxill |EEE Jlns) IEEE 802.1 X _bwaal) e 26iall JNA (g p2tisdl) 4 oo (pe Gsanll 41085 et
.((PNAC: Port-based Network Access Control il e aqieall 4yl

il e (3553 a5y i il A8 e ol 03 dis ) 3 ) cport-based authentication (sl Jueds xic

N

N L
/ Catalyst Authentication
Switch Server

S

Clients =
Controls physical
access to the network Performs client
: based on client authentication
\‘ authentication status
_

Requires access and
responds to requests
from switch
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IS 55 n phanials 3 (0 6%5 802.1X Ubime Sledll pasiuaalls (alall ogudal) Slea s A0AN (g0 IS ey o o
555 (LAN (Extensible Authentication Protocol over LAN (EAPOL)) 4Ssill e aons sill Jil) 55 53

.(layer 2 protocol 456 dah J S 55

gl Cladid e e i dlia -

JETF 4daul 5 4 o3 :RADIUS (Remote Authentication Dial In User Service) .1
A slae 481 Silaw Jony 2 s TACACS + (Terminal Access Controller Access-Control System) .2

.Cisco 48 i Jé (e

802.1X Roles v

Supplicant Authenticator Authentication server

EAP Plug-in

Operates on devices
at network edge like goes in radius
APs and switches server

sl sadll o Basad ) el ASudl) 5 3gadl 068 cAhial VA (ha addindl) 4y ga (ha (3R] AT aladiu die
o 51 gl Ll Cusiag o3 TN Ciladd 5 Llaall 403 1) J g sl by (5311 (Jaad) Adass) Sleall :Client .1
Al o3a

Alad) 234 o &y Client 050 dded) 353 Adee o) 2l a6 :(Authentication Server) (&gl adds 2

N ol Adad) 30l 1) J e ol A3 1A et Jpandl S 13) Loy 101 jUad] 5 Jaeal) 4y 58 (o (gl
(s ) iS58 a3 A0 Y 3 Client ) daesilly (R e ) 485 o 585 & 51l Ak )
Als e 2l 48D ) (50 il Jsea sVl 8 285 s (authenticator Uayl 4de (3k) Router sl Switch .3

Y ol Aa sanse 1Y Client J) e (3553
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A5 Jal el 385 AAA Server (s o334 Gk e gl e b o
RUCTI R PENPWN [ DS FO W LTSRS PR
oAl AdS 5 axditial anl Callay A0 Sfax Gl a2
(il 23T g ) Ay ardiead) aud Jl ) 2.3

AR il slad) daa e iaill Gl MR R 4

G012 Gon —J
192.168.10.0/24 10.0.0.0/24 ———
42 A A 100

RADIUS Server

Client

EAP Identity Request
EAP Identity Response RADIUS Access Request
EAP Challenge Request RADIUS Challenge Req.
EAP Challenge Response RADIUS Challenge Resp.

RADIUS Access Accept

1l
I
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AAA Servers O <ild g dl) aaj

TACACS+

RADIUS

>

Functionality

Standard

Transport Protocol

CHAP

Protocol Support

Confidentiality
Customization

Accounting

Separates AAA according to the
AAA architecture, allowing
maodularity of the security server
implementation

Mostly Cisco supported

TCP

Bidirectional challenge and response
as used in Challenge Handshake
Authentication Protocol (CHAP)
Multiprotocol support

Entire packet encrypted

Provides authorization of router
commands on a per-user or per-
group basis

Limited

Combines authentication and

authorization but separates accounting,

allowing less flexibility in
implementation than TACACS+

Open/RFC standard
UbpP

Unidirectional challenge and response

from the RADIUS security server to the

RADIUS client
No ARA, no NetBEUI
Password encrypted

Has no option to authorize router

commands on a per-user or per-group

basis

Extensive

RADIUS s +TACACS (se38h (o (55l 4y sl b 8 Odlal (0 ) geaally eida g

Connect ~— Username prompt?
- &3O
R2
Username? Use “Usemame” ACS
- O e QO
JR-ADMIN JR-ADMIN
e (6 S
Password prompt?
(@ 4
Password? Use “Password”
< O < 8
StrOngPa55w0rd StrOngPa55wird
® >
Accept/Reject

-€
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Access-Request

. (JR_ADMIN, -
i Username? o '::__‘:: StrOngPa55w0rd”) ¥
R2
Client ACS
JR-ADMIN Access-Accept

O > < O

< Password? o

o_ StrOngPa55w0rd

RADIUS US55 Gk oo sl

(el Glatl)

ya 192.168.2.0/24
152.168.1.0/24

7 Fal/1

Fal //

192.168.2.201 /24

192.168.2.200/ 24

olend) o 3all 8 dantinal) A L ) g sha JS

AN ) ghaAll a i LSl Slgad) o (3 gl addh gakll
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network 4.8l cilalac) aud Jsia 8 (Authenticator ) A2l sf 45 58l cllly Jlaal a 56

Packet Tracer (Saal) e AAA cladia o))

) siss JuSsS saill lenll Joan) sisill p3ns slaeY ok Loy pots
1 9igill wlly sacls slaclg (Authenticator

¥ TaCACs+ m|
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N
SERVICES A AA
HTTP
DHCP Service @® on O off Radius Port 1845
DHCPvE
TFTP Network Configuration
ol Cient Name [R1 — | clentp  [1s218821 —
SYSLOG
o — Secret |pass1 | ServerType |Tacacs —
NTP Client Name Client IP Server Type Key
EMAIL -_—
FTP L .
IoT
WM Management e
Radius EAP
Remove
User Setup
Username |ali — Password |123 —
Username Password
1 al 123 AR —
Save
Remove

Packet Tracer Sadll e +TACACS § 5 0« AAA 2335 dlaxc)

£330 G 0o s Al Unit
((TACACS/RADIUS (3 sl S 535 5 aaf Jymis
SR A s AN el g 2adl) e iy e

A 5 andisll ausd (e (38830 LIDA (3 a5 SSH sl Telnet aslans (pediiosa) ol die (35 53l 48y yha (e

Juliy o 5855 AAA Becs s services <usil (os TACACS 5| RADIUS L) csladll 23841 e s

ALY o 43 gal) | to Ay o i (53 & Gl Flidd) 5 Sleall TP ahaidd) ) siall 5 aud) Jic configuration

RADIUS s TACACS s service type deaall & 5 Jiad laaay (s

eul‘ Jia Jsaall Jaana :\_Uﬂa.d\ ?M\ Cila glaa d\;a\ user setup ed';ﬁuﬂ\ Glalae) Jgas fJAm [FYE 33:\
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I
SERVICES ha A
HTTP
DHCP Service @ on (O off Radius Port 1645
DHCPvE
TFTR Network Configuration
BE Client Name [R1 — | cientp [1s218821 — |
SYSLOG
o — Secret |p3552 —_ | ServerType Radius — £

NTP Client Name Client IP Server Type Key
IoT
VM Management Save
Radius EAP

Remove

User Setup

Username |alis — Password (123 —

Username Password

1 alis 123 ARl —

Save

Packet Tracer (Sladll e RADIUS ¢ 5 (< AAA p33% dlac)

AAA Gladih e\-\ﬁu‘f (Authenticator aﬁ,ﬁd\ 3\) A é Jaas) .
(On Packet Tracer 8.11)

enable password [password Like ] //set password for enable

aaa new-model

aaa authentication login auth group tacacs+ group radius

tacacs-server host 192.168.2.200 key passl // tacacs+ server IP and the shared
radius server RADIUS // name the radius configurations any name you want
address 192.168.2.201 // radius server IP

key pass2

exit

line vty 0 4

transport input ssh // to enable ssh only (without telnet)

login authentication auth
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5192.168.1.0/24 053 G (Static Routing) <ul 4 58 0S5 aulial) 4 i) ok Ll i ¥ A88a00
.192.168.2.0/24

Telnet/SSH iy (sbal 40ll 5 ) puall 8 x50 58 LeS) Desktop < sii (3 p 55 padisal) Slea S o
ciladial) (ha rlis AAA a3 Jf (Gisb (8 padiadl (e 38830 (300553 o 58 43 5400 W ssh il J s Client
A (e Jlai) duda 8 5 B sliasef 3l)

¥ pci — O X
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Telnet / SSH Client

Session Options

Connection Type S5H —_— ~

Host Name or (P address) [182.168.11  —— |

Username |ali — |

¥ pcy — O *
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S5H Client

, one per line. End with CNTL/Z.

: W (Loa> SSH) oue Josall J21 oo afsall Lle Console JI riis slae] Sau oS

Bl {config)#line console O

Bl {config-line) #password 123

Bl {config-line) #login authentication auth
Bl {config-line) #transport output ssh

Bl {config-line)

Bl {config-line) fdo wr
Building configuratiomn...
[CE]
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& (S Ok biaiy Terminal LAl Desktop sl (e B35 (A8l L sl sashall () PCO ) Slea ) oY1 i
Al Gl 338 8 (e Lagie (3R iay s all Al 5 pasineal) auly Ll 5 43 5410 e Console slae Jlsl

¥ pco — m| x
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Terminal
User L:

Username :

: Bimnd i/f :

"RALSRUTHEN/LOGIN(E) - Pick method list 'auth :

guration commands, one per line. End with CNT

3¢¥1ASJ”y‘N*ﬁhJU5@éd55§})J\dAcCﬁ sl

debug aaa authentication

Blgdebug aaa authentication
Ak2 Muthentication debugging is on

Homework: @

Implementing and configuring the previous lab...
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