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Jyaslly pladll ail 48
Access Control Lists (ACLs)

(Packet filtering) a4 5 A8

Ba‘)\}\\ejj}\ Jalad 5k e A0 ) d}..a}l\‘;é s&kﬂ\h‘)j\wﬁpi@“ﬁ‘;’x}\ cejjl\iﬂues;ﬁ
Jsiiall JsS i )5 cdeasl) TP Gaslie 5 ¢ pauamall TP Ol sie Jia cdima yulaa o 2L Lellaa) i sy jai g3 jolall 5
)il Jals

(3l il e ) i 8y Lgaad s ol o350 dan i Bale s s Ladie o350 BalS un il Slea Jany

access control entries awb 485 jaall 5 ¢ b )l i Flawdl ) jle (ge Aludicia 4ailE & ACL J s sl oSl dails
(ACEs)

Packet Filtering Example

Frame Header Packet Data Segment Bk
(For example HDLC) (IP Header) (TCP Header)

From which
TR Network A

Network B

Asking for Port
80 services?

Asking for Port
80 services?

Joasll A asadll ail g o LAY dale Ciald )
A3l Aalalal) bl s de s sall (firewall routers) Abeall jlas Cilea 9o (A ACL 3 8 p2din) - v/
iy Jie ds s
DAl A pa b Rl Hi0E (g il D O @l 4 8 Jles e (ACLs) dsmasl (8 aSaill o) aodiad - v/
Al S e (e s Ja e g AT ) Ja A
ole 53 5m sl m 511 el (o8 5 dus sanl) am 55 eal e (ACLs) dsmasl) 3 oSaill il el d v/
Sl Aalal) Al il e
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(easaal) 4n sall Mlia e odlac) £54S08 J S 555 0 JSI(ACL) dsa sl b pSaill il ol 8 v

JUACL yasi cing s cla Mia o5 all A8 ja 3835 3 Asill J €55 50 ISV 82al s ACL sty v/
i) e Jads S5

IS (8 aal s olad) (3 55 el 4S a8 (ACL) Usea sl 3 aSaill i) 8 8o olatl JSV 8280 5 ACL s o v/
) 8300 s el AS a8 Raill Aladia (ACL) Jismasl) (A oSl o) 8 (e ) oli) angy 23} e 3 5
.(Outbound) 3_3t=ll 5 (Inbound

.GigabitEthernet 0/0 «JUl)

Base your ACLs on the security policy = This will ensure you implement organizational

of the organization security guidelines

Prepare a description of what you This will help you avoid inadvertently creating

want your ACLs to do. potential access problems. N

Use a text editor to create, edit and This will help you create a library of reusable \L
save ACLs. ACLs.

Test your ACLs on a development This will help you avoid costly errors \\
network before implementing them on

a production netwaork

(Types of Cisco ACLs) Jsa sl alail) ail g8 £ il
ke 5 Ll
xadll [P (gl o 2l Lguady ol 55 pall 48 ay lawdls 4auldl) ACLs a3l 8 &l mansi :Standard ACLs (1

Agiaal)l (TCP ports) 28l g de )l dga g agn ¥

:w .’. wd&

access-list 10 permit 192.168.30.0 0.0.0.255

24192.168.30.0 / 32 Ga 5yl S a e landl igus Ui

(& Gien "deny any" 3 ke 3sa 5 Con 038 J sea sl aSaill aild oty (s JAY) g oall IS a maen Jlas g
ACL A8 (gl 4les

g9 Jiet Cland) (o dpaall e 2Ly TP Sllad) 05 dpdaliy 4o sall ACL a3l 8 0533 :Extended ACLs (2
Aol i / 5 il UDP oi TCP 3liag dgasll o/ siaall TP (o)) sis g J S 68 gl

:w .,. "d&.ﬂ

access-list 103 permit tcp 192.168.30.0 0.0.0.255 any eq 80
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S L s (D) G sl 1 24192.168.30.0 / 4Sai Lo o sie s o L ) 5 5all AS g land) Ui a3y
(HTTP JsSsis,d) dia s 5) 80 2diall

U sl a8 o 5 C¥pa >

| Numbered ACL:
’ + (110 99) and (1300 to 1999): Standard IP ACL
» (100 to 199) and (2000 to 2699): Extended IP ACL

vy

Blacal) J gua sl p8al) il B 3>

A dpans Jal e (8 me an alasiul g S5

| Named ACL:

1 You assign a name by providing the name of the ACL:

. + Names can contain alphanumeric characters.

1 « Itis suggested that the name be written in CAPITAL LETTERS.

| « Names cannot contain spaces or punctuation and must begin with a letter. |

pans Blansall ACL ) 58 aladiuly L€y S0 AN (e Cong) sl (m ally Aad jall J g g1l & oSl il & puas Y
Lelee e Jay Lo andy 2l

(Where to Place ACLs) Jsasl a8ail) ail g8 pdagai (S0 >
Bl e il 5T 4 Led 05S) 8 ACL JS gy o
st Al ac) il
Aga sl Cpslie 303 Y Luulil) ACL o308 oY 1508 JSaY1 538 dga sl (e il Lgaa s o4 :Standard ACLs

Block all traffic from
192.168.10.0/24 to
192.168.30.0/24.

| Fitters traf;ic from
192.168.10.0/24 to all
destinations reachable

Gon ’:‘Fi\terstrafﬂcfrom
| 192.168.10.0/24 only 5
{to192.168.30.024. [

192.168.10.0/24, 192.168.30.0/24 192.168.31.0/24

Standard ACL Placement
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Lthat 3 AN 5 el 48 jaian (e Sae O il 8 das g2l ACLs il 8 pusa 5 o :Extended ACLs

Block FTP and Telnet traffic
from 192.168.11.0/24 to
192.168.30.0/24.

Examines traffic from all
networks before exiting R1

Extended ACL Placement

ACL Wildcard Masking >
Wildcard Mask Examples: Hosts / Subnets (4\S 3Sus of (pra jlea 4iac):

Example 1

I L L
IP Address 192.168.1.1 11000000.10101000.00000001.000000011
Wildcard Mask 0.0.0.0. 00000000.00000000.00000000.00000000
Result 192.168.1.1 11000000.10101000.00000001.000000011

Example 2

I T L
IP Address 192.168.1.1 11000000.10101000.00000001.00000001
Wildcard Mask 255.255.255.255 11111111.11111111.11111111.11111111
Result 0.0.0.0 00000000.00000000.00000000.00000000

Example 3

—— Joeomar  JEmay |
IP Address 192.168.1.1 11000000.10101000.00000001.00000001
Wildcard Mask 0.0.0.255 00000000.00000000.00000000.11111111
Result 192.168.1.0 11000000.10101000.00000001.00000000

Wildcard Mask Examples: Match Ranges (¢zsball (s Jiae 28Ua%):

Example 1

 Jbecimar  Emay

IP Address 192.168.16.0 11000000.10101000.00010000.00000000
Wildcard Mask 0.0.15.255 00000000.00000000.000011 1111111111
Result Range 192.168.16.0 11000000.10101000.00010000.00000000

to to
192.168.31.255 11000000.10101000.00011111.11111111

Example 2

—  Jbcomal  JEBwman |
IP Address 192.168.1.0 11000000.10101000.00000001.00000000
Wildecard Mask 0.0.254.255 00000000.00000000.11111110.11111111
Result 192.168.1.0 11000000.10101000.00000001.00000000

All odd numbered subnets in the 192.168.0.0 major network




Calculating the Wildcard Mask:

Example 1
255 .255 .255 .255
— 255 .255 .255.000

Example 2
255 .255 .255 .255

- 255 .255 . 255 ._.240

Example 3
255 . 255 . 255 .25%5

- 255 .255.252 _.000

Wildcard Mask (Wildcard Mask Keywords) J) (e 4l dalide culalS

Example 1

= 192.168.10.10 0.0.0.0 matches

all of the address bits 192 .168.10.10
= Abbreviate this wildcard mask
using the IP address preceded
by the keywordhost (host
192.168.10.10)
Wildcard Mask: 0.0.0.0

(Match All Bits)

Example 2
+ 0.0.0.0 255.255.255.255 0.0.0.0

ignores all address bits
= Abbreviate expression with
the keyword any

Wildcard Mask: 255.255.255.255
(lgnore All Bits)

Examples Wildcard Mask Keywords:

Example 1:

Rl (config) #access-list 1 permit 0.0.0.0 255.255.255.255
Rl (config) #access-list 1 permit any

Example 2:

Rl (config) #access-list 1 permit 192.168.10.10 0.0.0.0
Rl (config) #faccess-list 1 permit host 192.168.10.10
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Standard ACL J) ) >

Numbered Standard ACL sl -

;b WS standard ACL Ll dadeil ALl dapall

Router (config) # access-list deny or permit remark

N0 access-list aball G sSil) al alaivd 5 cACL )Y

IS Qe J s sl 23 8 agh Jaai s (58 53l remark eY) aadiad :ddaale

:Jlia

G0/0

access-list 2 deny host 192.168.10.10 s Pt Data Segment

Header (TCP Header)

Data

access-list 2 permit 192.168.10.0 0.0.0.255
access-list 2 deny 192.168.0.0 0.0.255.255 I,

Asking for
192.168.10.107

access-list 2 permit 192.0.0.0 0.255.255.255

Asking for
192.168.10.0
0.0.0.255?

Asking for
0.0.255.2557

Asking for
192.0.0.0
0.255.255.255%

dala Aiada
Tom i Lo S (e ol 4458 5 5

Lag 1 el g bl JLa) (o) i 5l day «@UAT iy J saca ) A8 iy dnllne o3

Rl(config)#access—list 3 deny 192.168.10.0 0.0.0.255
R1(config) faccess-list 3 permit host 192.168.10.10

% Access rule can't be configured at higher sequence num as
it is part of the existing rule at sequence num 10

R1 (confiq) #

ACL 3: Host statement conflicts with previous range statement.
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Named Standard ACL L) -

ip access-list

[deny or permit or]

remark (Asa) 3 ghad)

¥Ual Je Standard ACLs J) guki >
1ip access-group dadeill alasiuly L Miay Lehay ) o cstandard ACL J) dlac) aa

ip access-group

U_m)i \5} no access-list )A‘Y\ d;&\ ?3 ¢aial) (a0 1p access-group )ASI\ S]j\ d;.)\ PRYEN o~ ACL 3\3\)’:}1
.(Configuration Mode) <l y) aua g (0 JaSIh ACL 4xilal) &) )
sl ez oAl (eaaas Jlea aie 3 Jla

Deny a Specific Host

S0/0/0

Company A

192.168.10.0/24 192.168.11.0/24

192.168.10.10/24 192.168.11.10/24

Rl (config) #no access-list 1

Rl (config) #faccess—-1list 1 deny host 192 .168.10.10
Rl (config) #faccess—-list 1 permit any

Rl (config) #interface g0/0

Rl (config—if) #ip access-—group 1 in

:Numbered and Named Standard ACLs e Omspa s (pllia b lad ga jes -
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Example 1: Commenting a numbered ACL

Rl (config) faccess-list 1 remark Do not allow Guest workstation
through

Rl (config) #access-1list 1 deny host 192.168.10.10

Rl (config) #access-list 1 remark Allow devices from all other
192.168.x.x subnets

Rl (config) faccess-list 1 permit 192.168.0.0 0.0.255.255

R1 (config) #interface s0/0/0

Rl (config-if) #ip access-group 1 out

Rl (config-if) #

Example 2: Commenting a named ACL

Rl (config) #ip access-list standard NO_ACCESS

Rl (config-std-nacl) #remark Do not allow access from Lab
workstation

Rl (config-std-nacl) #ideny host 192.168.11.10

Rl (config-std-nacl) #iremark Allow access from all other networks
Rl (config-std-nacl) #permit any

Rl (config-std-nacl) #interface GO/0

R1(config-if) #ip access-group NO_ACCESS out

Rl (config—-if) #

Editing Standard Numbered ACLs

;UAJA.'\S\JJA.’AP\&“Q
n()fy\hmemjwﬁajj@qﬂd\)ﬂ\ACL&.«S\EJ\&U\.};@}@&&;WM\)Pem
) G L) Lgtana Gt g Baaa (5 a0 (o5 ey 5 Lagail) Aaila) Cadal

Configuration

Step 1

Step 2

Step 3

Step 4

Configuration

44— | IRl (config-std-nacl) #no 10
4——"2[[R1 (config-std-nacl) $10 deny host 192.168.10.10

Editing Numbered ACLs Using a Text Editor

Rl (config) #access—1list 1 deny host 192.168.10.99
Rl (config) #access—1list 1 permit 192.168.0.0 0.0.255.255

Rl#show running-config | include access-list 1
access-list 1 deny host 192.168.10.99
access—list 1 permit 192.168.0.0 0.0.255.255

<Text editor>
access—list 1 deny host 192.168.10.10
access—-list 1 permit 192.168.0.0 0.0.255.255

Rl#config t

Enter configuration commands, one per line. End with
CNTL/Z.

R1 (config) #nc access—-list 1

Rl (config)#access—list 1 deny host 192.168.10.10

R1 (config) #access—list 1 permit 192.168.0.0 0.0.255.255

Rl#show running-config | include access-list 1
access—list 1 deny host 192.168.10.10
access-list 1 permit 192.168.0.0 0.0.255.255

stefaT] 10 deny 192.168.10.10

At ?&J‘Y‘ aladdiudy

Editing Numbered ACLs Using Sequence Numbers

Rl (config) #access-list 1 deny host 192.168.10.99
Rl (config) #access-list 1 permit 192.168.0.0 0.0.255.255

Ri#show access-lists 1
Standard IP access list 1 \
Step 1 10 deny 192.168.10.99

20 permit 192.168.0.0, wildcard bits 0.0.255.255
R1#

Rl#conf t
R. = P access-list standard 1

R1(config-std-nacl) #end
R1#

Rl#show access-lists
Stan ccess list 1

20 permit 192.168.0.0, wildcard bits 0.0.255.255
R1#

25
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Adding a Line to a Named ACL

Rl#show access-lists
Standard IP access list NO ACCESS

10 deny 192.168.11.10

20 permit 192.168.11.0, wildcard bits 0.0.0.255
Rlfconf t

Enter configurati commands, one per line. End with
CNTL/Z.
config) fip access-list standard NO_ACCESS

‘/ Rl (config-std-nacl) #15 deny host 192.168.11.11

Rl (config-std-nacl) #end
Rl#show access-lists
Standard IP access list NO_ACCESS
10 deny 192 .168.11.10
15 deny 192.168.11.11
20 permit 192.168.11.0, wildcard bits 0.0.0.255
R1#

Note: The no sequence-numbernamed-ACL command is used to delete individual
statements.

A el aladinly @l 2

ACLs J) ¢ (38al

R1# show ip interface s0/0/0
Serial0/0/0 is up, line protocol is up

Internet address is 10.1.1.1/30
<output omitted>

Outgoing access list is 1

Inbound access list is not set
<output omitted>

R1# show ip interface g0/0

GigabitEthernet0/0 is up, line protocol is up
Internet address is 192.168.10.1/24

<output omitted>
Outgoing access list is NO_ ACCESS
Inbound access list is not set

<output omitted>

R1# show access-lists
Standard IP access list 1

10 deny 192.168.10.10

20 permit 192.168.0.0, wildcard bits 0.0.255.255
Standard IP access list NO_ACCESS

15 deny 192 .168.11.11

10 deny 192.168.11.10

20 permit 192.168.11.0, wildcard bits 0.0.0.255
R1#

-3

>

(ACL Statistics) “bibaal) par a2 >

:é\;ﬂ\ G ble S e O ‘!;\S\ (matches) Clagaill aae Glilaa ¥l sda ana Lyl
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Rlf#show access-lists
Standard IP access list 1

10 deny 192.168.10.10 (4 match(es))

20 permit 192.168.0.0, wildcard bits 0.0.255.255
Standard IP access list NO_ACCESS

15 deny 122.168.11.11

10 deny 122.168.11.10 (4 match(es))

20 permit 192.168.11.0, wildcard bits 0.0.0.255
R1#

Output after pinging PC3 from PC1. Matches have

been
incremented.

Rl#show access-lists
Standard IP access list 1

10 deny 192.168.10.10 (8 match(es))

20 permit 192.168.0.0, wildcard bits 0.0.255.255
Standard IP access list NO ACCESS

15 deny 159 2R iE.8 S 1l -

10 deny 122.168.11.10 (4 match(es))

20 permit 192.168.11.0, wildcard bits 0.0.0.255
R1#

VTY (securing Telnet & SSH) diid) oyl Standard ACL ) >
Lo JsS 5 0 o 3 ylal) LSy 40y dal g2l ACL J) Ak g (e 33le SSH. 5l Telnet sy 48 a3 yili yiad

¢ dadl O sie Cuua 3 jalall }i 33l sl Telnet / SSH <l 3 51l gecess-class Azl e\.lilmy I 5da3 el &a
.(Standard ACL) 44l ACL 4l aladiul (S

linevty 04

access-class {in [ vrf-also | | out }

Rl#show access-lists

Standard IP access list 21
10 permit 192.168.10.0, wildcard bits 0.0.0.255 (2 matches)
20 deny any (1 match)
R1#
192.168.11.1/ 24 192.168.10.1/ 24
S0/0
192.168.10.0/24 192.168.11.0/24
192.168.10.10/24 192.168.11.10/24
»
PCl>ssh 192.168.10.1 PC2>ssh 192.168.11.1
ssh connect to host 192.168.11.1 port
Login as: admin 22: Connection refused
Password: Wwaw*ww
R1> PC2>

:(simple-ACL-standard) Jus
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F’ Deerry host 10.0,0. 10 from acess to the server 12.0,0.40 usaing stand;

R2{config)#accessdist 1 deny host 10.0.0.10
R2{config)Faccessdit L parmit any

cenfig)Zinter face pipabitEthernet 0/
config4f) #ip accese-group Lin
ol 11.0.0.0 11.0.0.0/30

Sy g1 -
l#i.g_gj_.-————_—_.‘,r =

291 h Ganyj1l

Sarver-PT
Servari

2 PCS
PC2 PCa

(Extended ACLs) 4xugall Jpaglly a8ailj ail 8 3>

Extended ACLs can filter on:

«  Source address

+ Destination address
+ Protocol

+ Port numbers

IS el 5f 280l 85 S 55l s s Cangl s aaall o) gie dpaats Ll AS a5 ilh Lia LiSay 43) Ul

Using Port Numbers

access-1list 114 permit tcp 192.168.20.0 0.0.0.255 any eq 23
access-1list 114 permit tcp 192.168.20.0 0.0.0.255 any eqg 21
access-1list 114 permit tcp 192.168.20.0 0.0.0.255 any eq 20

Using Keywords

access-list 114 permit tcp 192.168.20.0 0.0.0.255 any eqg telnet
access-list 114 permit tcp 192.168.20.0 0.0.0.255 any eg ftp
access-1list 114 permit tcp 192.168.20.0 0.0.0.255 any eq ftp-data

i Cam Al J g sl Sl 200 gy Bl Lgasii b Aals sall o gl 8 oSl ) 8 alae Y Aagidl) il glasl)
Lo S e Ledanidit iy o3 oY ol Aaks sall J gumm glly oSl il alac
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¥Ual) e Extended ACLs J) gk >
SIS s <l of

Rl (config) #access-list 103 permit tcp 192.168.10.0 0.0.0.255 any eq 80

Rl (config) #access-list 103 permit tcp 192.168.10.0 0.0.0.255 any eq 443

R1 (config) #access-list 104 permit tcp any 192.168.10.0 0.0.0.255 established
Rl (config) #interface g0/0

R1 (config-if) #ip access-group 103 in

Rl (config-if) #ip access-group 104 out

S(FTP J el pda) 1 Jia

Extended ACL to Deny FTP

R1 (config) #access-list 101 deny tcp 192.168.11.0 0.0.0.255 192.168.10.0
0.0.0.255 eq f£tp

Rl (config) #access-list 101 deny tcp 192.168.11.0 0.0.0.255 192.168.10.0
0.0.0.255 eq ftp-data

Rl (config)#access-list 101 permit ip any any

Rl (config)#interface g0/1

Rl (config-if) #ip access-group 101 in

:(Named Extended ACLs sli) 2 JYa
(Surfing the net) <V ) 7 5 &l Lol A<l ~lewll SURFING anibs (A 591 cpitaild ool Jial a5
[(established) L 4.l oy (53l ll (5 simn (il iy Ll ZLandl BROWSING puls 45301

sAdaaMa
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A e o) Gl el cu Y (e dadldll TCP ddassl 3 W 5l & il cilild) 4S s JS established 4l pias

ASEN JAls (e Ly el 239 Al 58 TCP g 48y 4dass )2 (TCP reply) s e

Creating Named Extended ACLs

7 V

S0/0/1

Rl {config) #ip access-list extended SURFING

Rl {config-ext-nacl)#permit tcp 192.168.10.0 0.0.0.255 any eq 80
R1{config-ext-nacl) #permit tcp 192.168.10.0 0.0.0.255 any eq 443

Rl {config-ext-nacl) #exit

Rl {config) #ip access-list extended BROWSING

Rl (config-ext-nacl)#permit tcp any 192.168.10.0 0.0.0.255 established
Rl {config-ext-nacl) #exit

Rl {config) #interface g0/0

Rl {config—if) #ip access—-group SURFING in

Rl {config—if) #ip access—-group BROWSING out

S Lyl (gaall 25y

Rl#show access-lists
Extended IP access list BROWSING
10 permit tcp any 182.168.10.0 0.0.0.255 established
Extended IP access list SURFING
10 permit tep 192.168.10.0 0.0.0.255 any eq www
20 permit tep 192.168.10.0 0.0.0.255 any eq 443
R1#
Rl#show ip interface g0/0
GigabitEthernet0/0 is up, line protocol is up
Internet address is 192.168.10.1/24
<output omitted for brevity>
Outgoing access list is BROWSING
Inbound access list is SURFING
<output omitted for brevity>

3 Jlia
e
deny host 10.0.0.20 from accessing web service in the server 12.0.0.40
R1{config)#access-ist 110 deny tp host 10.0.0.20 host 12.0.0,40 eq 80
R1{config)#access-ist 110 permitip any any 11.0.0.0/30 L0 = Gig0/0*
» ol
R1(config)#interface gigabitEthernet 0/0 ¢ 91'1 « 291¥ Gigh/1 1
R " 1 As ig0f1:
R1{config-if) #ip access-group 110in GiglJo a2
12.0.0.0/24 10.0.0.0/24 PO
.40
/ Faoft
Fal
Fani7 ?;’UH
Fal)3! Server-PT
Serverd
Fal Fal
) ?
—J = (] » =
7] o
FC-FT 2 pCPT F# o
PCD PC1 PF%;’T pCS
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14 Jlia

B2 (config) #ip access-list extended ping-not-reverse ——
1 B2 (config-ext-nacl) §deny icmp host 10.0.0.30 host 12.0.0.40 echo-reply ___

“'?3," Gigd/1 (LR R2Z{config-ext-nacl) gpermit ip any any
. 4 B2 {config-ext-nacl) gexit
911 RZ(config) ¢interface gls0
GingO B2 (config-if)#ip access—group ping-not-reverse in
RZ(config-if) g
B2 (config-if)#do wr
Building configuration...
[CK]
\ ©
Falf1
Fal
.\' Fal/5
25§0- Fall;a?ﬁ Server-PT
FaljaL Server(
Fal Fal
Fa0 30
] D 30 10 D ‘ZUD ]
i L aid .
PC-PT 0 “pC-pPT F 7 F =, BC-BT
PC1 PC-FT PC-PT PC-PT
PCO PCS
pPC3 pC2 PC4

ACLs J) s\hadi dilisiad o aliaY) amy >

v" Troubleshooting Common ACL Errors - Example 1

Host 192.168.10.10 has no connectivity with 192.168.30.12.
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G0/0

192.168.10.0/24 192.168.31.0/24

r ] '
192.168.10.10  192.168.11.10 192.168.30.12  192.168.31.12

R3#show access-lists

Extended IP access list 110

——tg—geny tcp 192.168.10.0 0.0.
20 permit tcp 192.168.10.0 0.
30 permit ip any any

0.255 any (12 match({es))
0.0.255 any eq telnet

v Troubleshooting Common ACL Errors - Example 2

The 192.168.10.0 /24 network cannot use TFTP to connect to the 192.168.30.0 /24 network.

GO/0_p

192.168.10.0/24 192.168.31.0/24

7] 7] L]
192.168.10.10  192.168.11.10 192.168.30.12  192.168.31.12

R1lfshow access-lists 120

|Extended IE agsess list 120
10 deny tcp 192.168.10.
20 deny tcp 192.168.10.
30 permit tcp any any

55 any eq telnet
55 host 192.168.31.12 eq smtp

o o

0.0.0.2
0.0.0.2

v Troubleshooting Common ACL Errors - Example 3

The 192.168.11.0 /24 network can use Telnet to connect to 192.168.30.0 /24, but according to company
policy, this connection should not be allowed.

25



5 5 [ 4
192.168.10.10 192.168.11.10 192.168.30.12 192.168.31.12

Rl#show access-lists 130

Extended IP access list 130

— 10 deny tcp any eq telnet any
20 deny tcp 192.168.11.0 0.0.0.255 host 192.168.31.12 eq smtp
30 permit tcp any any (12 match(es))

v Troubleshooting Common ACL Errors - Example 4

Host 192.168.30.12 is able to Telnet to connect to 192.168.31.12, but company policy states that this

connection should not be allowed.

192.168.31.0/24

o
192.168.10.10 192.168.11.10 192.168.30.12 192.168.31.12

R3#show access-lists 140

Extended IP access list 140

<+ 10 deny tcp host 192.168.30.1 any eq telnet
20 permit ip any any (5 match(es))
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v Troubleshooting Common ACL Errors - Example 5

Host 192.168.30.12 can use Telnet to connect to 192.168.31.12, but according to the security policy, this

connection should not be allowed.

~

R access-lists 150

xtended IP access list 150
10 deny tcp any host 192.168.31.12 eq telnet
20 permit ip any any

8 g
192.168.10.10 192.168.11.10 192.168.30.12 192.168.31.12

Homework: @

Implementing and configuring the following lab...

Fa
RP
192.168.0.0/24 . wooom - rSTUPG?;?u s man Y, 2
d -.’—'_’:’\ ® Se0/3/0 T F0/3 Server0
Gig0/0 2 a 2960-24
A 0, p
6010 291 1\0 ik m/3,1‘f§| 3;3/3/1’ o Switch2
Hama 1 2
s0f3/1 i3
Server-PT
: 11.0.0.0/30
o] 120.0.0/30 Ssrver]
PC1 se0f3p/
SO/30 . 7 se0/3/1 3Enable Telnet for host(192. 163.2.2) to Aleppo Router and deny telnet for host(192.168.2.3) to
1-Deny network(192. 168.0.0) from access to network(192. 168, 2.0) using standard ACL ) ‘:-o:“i‘ SupL any device using Named Extended ACL?
1 Aleppo
GO/0Alg Gigo/o!
192.168.2.0/24
1

2Deny host(192.168.0.2) from access the http server(192.168.1.2) using Extended ACL

Laptop-PT
Laptop0
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Zone-Based Policy Firewall (ZPF)

23548 Bl (ACL) J e sl pSadl ol 8 28005
oand Al Gulad ol dus dgal gl e 18 dlac)
a3 Gl g all DS pa paen AL Agal Sl e A
coaadl) Al (i Agal sl clls e

Akl e il Abed) Adan lan b Laiy

lilas dgial 48y Hhay Lgilalea 3 5 Al Clgal ) (x5 ((ZFW sl «<Zone-Policy Firewall sl Wyl <o 5 yeall)
LBLL\A]\ XYY ug.\dslﬁ‘_s_ﬂ\ )J‘)AS‘KS‘)A‘;G ua;ﬂ\h@a@ﬁpﬁgeﬁ"ﬁha é\

a8 3aa) ¢ el dakaial Lo dgal 5 i) Wiy

(ZPF Gaa paaill cis) jal) ZPF (rada Loalal) Jladl) 3
Al Jladl 20 22 g5

(Sl Slad) il (83 sall &S jay UL ey :Tnspect .1

(ACL) Jsa sl aSaill A8 333 52 gall permit zlewsdl 3 Ll 4lliic :Pass .2
sl A8 e dals clulall o cVlaty) Al aiy Y
(25 ool 5 yal ) dilis (pa) b anl g o) 3 g sall A8 )y il s
cosSlaall ol 8 5 5ally 83 52l Ay landl (LA Pass Jad (5 5ad) Allie Al Gaadali any Ui

(ACL) Jsea slu oSl AiE 83353 5all deny o=d I 5 el Jilas :Drop .3
A s el o350 dasil Log sl Jla A5 LS

Zone-Based Policy Firewall G@xhil 3o/ 8l) 2y 3>

Leall Gleal 3 & o 3 zone Aidaial) Cay jai oy 1

i 3aa) 5 dihia ) (2e) dgal 5 ol ol (S

Asbiall (uds 8 daB) gl Clgal ol G 5 salls lasdl e JS a4

Aakiall o3 (el pand gl eand Ao (i e g L Ak e deals s 0n s all plasdl o s
Al Al i

> w N
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Aslaie ) <15 Y (5 )3 dgal gy Ak (e dgals o) O pol) el Of (S Y 5

Note: Pass, inspect, and drop actions_can only be applied between two zones.

ZPF J) das) cifghd >
Lahliall (o a5 ]

Cana (haie () se cmi@c:\u\:\uéﬁﬁéoiga.aw‘;ﬂ\)})d\as‘);qad‘;ﬂ\c]ass_mapsJ:u;ﬂ.2

Al=s zone-pair
L S5 Gl class-maps J) (e 8334l 5 all 4S s e dad bl policy-maps < =5 3
Legin Alas gkt 3 ja (piihaie JS (5 sa0 Zone-pairs w3 4
.zone-pairs J) e policy-maps b .5
(hbiall Bl S 6
ZPF Example1 >

31 5all ) e sl 1) (3362 81) Cpstmall oy 531 R3 Adlall din 55 Slen e @u ZPF shels eé

3 %
Se0fofo 4 ®Sse0/0/1
J
pdpT
pd-c
Gsw[ojo e0/0/1 tida

"‘-*‘Faofl Fa0/s, =%

2960-24TT 1841

2960-24TT

4
18 1 33

R3

AR Uil g shal) (e Faaiiosall (3 linl elin b J52n Lin
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Addressing Table

Device Interface IP Address Subnet Mask Default Gateway
= Fa0/ 192.168.1.1 255.255.255.0 N/A
S0/0/0 10.1.1.1 255.255.255.252 N/A
R2 $0/0/0 10.1.1.2 255.255.255.252 N/A
S0/0M 10.2.2.2 255.255.255.252 N/A
L4 Fa0/ 192.168.3.1 255.255.255.0 N/A
50/0/1 10.2.2.1 255.255.255.252 N/A
PC-A NIC 192.168.1.3 255.255.255.0 192.168.1.1
PC-C NIC 192.168.3.3 255.255.255.0 192.168.3.1

:Jad)

R3 42 5!l jlea Ao Firewall Zones (blidl L) :Task 1
£1 5 skl

OUT-ZONE axbs &ihia g [N-ZONE 4k audy (Sl g dadaia £L3Y zone security dadeill aaii

zone security

zone security

exit

SeO/O/O/la 430se0/0/1

R2
P pdPT
ed- pd-c
OUT-ZONE 1 IN-ZONE
Faofs ®sedioiy seofo .IPW 18

Z “'* o~Fa0/1,_Fa0/5
E"ﬁols_ﬁou il

2950 1841 134‘1 2960-24TT
R1 R3 s3

:Task 2

IACL Jsasll 4l s 5 5all 48 jal 408 paas

Ao el dshaidl ) L (355 sall Aikaiall (e Lg zlandl 3y 53 Gl 5 5all S ja JS dildad class map sl
(G5 ] aSiidl) RN 5 pal) A8 ja 0325 (ACL) s sl 8 aSa Aaild L

access-list 101 permit ip any
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Al i) 48 a Lalall ACL J)4alé ) i class map ¢Lis)

IN-NET-CLASS- a=b S35 class map LY match-all Jball a« class map type inspect aelaill ardius
Liltie L lablal ) 101 4wl dlaal match access-group dedsil) axiivs Wasy s )14 P

class-map type inspect match-all

match access-group 101

exit

(Specify Firewall Policies) 4glaal) Jlaa clubsws 185 - Task 3

:1 55l

(33 5 policy-map type inspect deaill ading L 5 cdilaiall Clild) 4S ja aa 4ded gy Lo 3283 policy map ¢l
IN-2-OUT-PMAP sl S35 policy map

policy-map type inspect

:2 b ghall

Aglaall i) A8 e Aalall ACL JAails ) 50id il class map J) ped s adll g 53 20a3

class type inspect

policy map J s3¢d (Jzdll) pasill ¢} ja) paas

inspect

% No specific protocol configured in class
inspection. All protocols will be inspected.

exit

exit
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(Apply Firewall Policies) Wl laadl ciluas gudai :Task 4

(Bl (o 53 oL ;1 3 gl

Cilaiall 33a3 5 IN-2-OUT-ZPAIR amly (S5 35U (e 55 (4 s zone-pair security deaill aadios
Task 1 dagall 8L 5Li) &5 ll) g dga ol 5 )

zone-pair security source destination

Ofighiall G 5 yall A8 ja aw Jalaill (policy map J) Asbaad) oy 3 2aa% 12 5 ghadl)
service-policy type inspect dasaill aladiuly dalaiall & 5 5 Lo 2dasi jall ilel ja ¥l g Aubaad) Aday A Jay 53 o 683
IN-2-OUT-PMAP s 5 8 a 3530 23 3l policy map J s 3 LEY) 5 sy

# service-policy type inspect

exit

Aadiall Y lalial Cilgad ol il o 685 Wz g
(el sl) il ALY (interface config mode) 4¢alsl Jlac) ma s & zone-member security dedsill axaio
.OUT-ZONE Q) S0/ 0/1 3l 5 /N-ZONE S Fa0/ 1

interface fa0/1
zone-member security

exit

zone security IN-ZONE

zone security OUT-ZONE

exit
access-list 101 permit ip 192.168.3.0 0.0.0.255 any zone-pair security IN-2-OUT-ZPAIR source IN-ZONE destination OUT-ZONE
class-map type inspect match-all IN-NET-CLASS-MAP service-policy type inspect IN-2-OUT-PMAP
ch access-group 101 exit
exit interface fa0/1

policy-map type inspect IN-2-OUT-PMAP zone-member security IN-ZONE

class type inspect IN-NET-CLASS-MAP exit
inspect 25 interface s0/0/1
exit zone-member security OUT-ZONE

exit

exit




:(Test Firewall Functionality from /N-ZONE to OUT-ZONE) 1l Gisis -

slaiVl Lo yian s a Jlal ) IN-ZONE 4dalall K8 (e s gansa gl ciladia il g Jlai¥) 5% of o
oSl

ZPF Example2 >
STCMP 0l €535 5l ye J e gl Gaalalall Cpiacadll e (30 R3 dilad) dan 55 Jlea e ould ZPF Slacly o8
Agdalall 2l sall () Jsa sl o G A Gasiaal) piay s dga Jladl o)l sall M TCP

2960-24TT 1841
51 R1

IN_ZONE
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Device Interface IP Address Subnet Mask Default Gateway
Fa0M 192.168.1.1 255.255.255.0 INAA,
R S0/0/0 10.1.11 255255 255 252 INAA,
R2 S0/0/0 10.1.1.2 255.255.255.252 MNAA,
30/0/1 10,222 255.265.255 252 TAA
Fa0M 192.168.3.1 255255 2550 MAA,
R S0/0/1 10.2.21 255255 255 252 INAA,
PC-A NIC 192.168.1.3 255.255.255.0 192.168.1.1
pPC-C MIC 192.168.3.3 255.255.255.0 192.168.3.1
;Llaj\uh\Jlaﬁ e qgquﬁ i

> I

zone security IN-ZONE zone-pair security IN-2-OUT-ZPAIR source IN-ZONE
destination OUT-ZONE

zone security OUT-ZONE
service-policy type inspect IN-2-OUT-PMAP
exit
. exit
class-map type inspect match-any IN-NET-CLASS-MAP

. interface fa0/1
match protocol icmp

zone-member security IN-ZONE
match protocol tcp
. exit
exit

policy-map type inspect IN-2-OUT-PMAP interface 50/0/1

class type inspect IN-NET-CLASS-MAP zone-member security OUT-ZONE

avit

inspect

exit

exit

:Class-maps J! (& daad
¢match-any uaa a3 13 2l julae Gulst 44S 30a3) match-all sl match-any Gl Guli of (Sa
<o ematch-all 23 2513 class-map J) (& Aataall julaa (e i aal s Jlmes Sl 48 a8 o s

.class-map J) alae gan ge Gl A8 ja @il of

R3 sl e (CLI) el sY) 43 50 (aia cilagbeil) 038 US43y jlal ria 53 1l Lin (2 ya
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Bouter (config) $#zone security IN-ZONE
Router (config-sec-zone) §zone security OUT-ZCHE
Router (config-=sec-zone) fexit

Router (config) #class-map type inspect match-any IN-NET-CLASS-MAP

Eouter (config-cmap) #match protocol icmp

Router (config-cmap) #match protocol top

Bouter (config-cmap) #policy-map type inspect IN-2-0UT-EMARP
Router (config-pmap) #class type inspect IN-NET-CLASS-MAP
Router (config-pmap-c) #inspect

REouter (config-pmap-c) #exit

Router (config-pmap) fexit

Bouter (config) $#zone-pair security IN-2-QUT-ZPRIR source IN-ZONE destination QUT-

ZONE

Router (config-sec-zone-pair) #service-policy type inspect IN-2-COUT-PMAP

REouter (config-sec-zone-pair) fexit

Bouter (config)#interface fald/1

Router (config-if) #zone-menber security IN-ZONE
RBouter (config-if) #¥exit

Router (config) #interface =0/0/1

Router (config-if) #zone-menber security OUT-ZONE
Router (config-if) #exit

Router (config) #

el sl

&gl il ol 382 / ol il ailoglaall awxigll ads- candl axols
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o) daad S /2 A guladl SN A / Gl il Hle sheall Ftigh ALS el aals
3l By 2

222Any Questions

25



	فلترة الرُزم (Packet filtering)
	إرشادات عامة لإنشاء قوائم التحكم في الوصول
	أنواع قوائم التحكّم بالوصول (Types of Cisco ACLs)
	مجالات ترقيم قوائم التحكّم بالوصول
	قوائم التحكّم بالوصول المُسمّاة
	مكان تموضع قوائم التحكّم بالوصول (Where to Place ACLs)
	ACL Wildcard Masking
	إعداد ال Standard ACL
	تطبيق ال Standard ACLs على المنافذ
	Editing Standard Numbered ACLs
	التحقّق من ال ACLs
	عرض بعض الاحصائيات (ACL Statistics)
	إعداد Standard ACL لتأمين المنفذ VTY (securing Telnet & SSH)
	قوائم التحكّم بالوصول المُوسّعة (Extended ACLs)
	تطبيق ال Extended ACLs على المنافذ
	بعض الأمثلة عن استكشاف أخطاء ال ACLs
	Troubleshooting Common ACL Errors - Example 1
	Troubleshooting Common ACL Errors - Example 2
	Troubleshooting Common ACL Errors - Example 3
	Troubleshooting Common ACL Errors - Example 4
	Troubleshooting Common ACL Errors - Example 5


	Zone-Based Policy Firewall (ZPF)
	الأفعال الأساسية ضمن ZPF (إجراءات الفحص ضمن ZPF)
	بعض القواعد لتطبيق Zone-Based Policy Firewall
	خطوات إعداد ال ZPF
	ZPF Example 1
	Task 1: إنشاء المناطق Firewall Zones على جهاز التوجيه R3
	Task 2:
	Task 4: تطبيق سياسات الجدار الناري (Apply Firewall Policies)

	ZPF Example 2


	Widget: Networks Security


