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Network Address Translation
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NAT
Router

Internal Network Internet
Private |IPv4 Address Public IPv4 Address
Space Space

MNAT Translations

Private Internet addresses are defined in RFC 1918:

Ciass | RFC 1916 Intornal Address Range | CIDR Prefix |
A 10.0.0.0 - 10.255.255.255 10.0.0.0/8

B 172.16.0.0 - 172.31.255.255 172.16.0.0M12

C 192.168.0.0 - 192.168.255.255 192.168.0.0/16
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NAT (Network Address Translation) s L
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Stub Network: Only one
exit point to the Internet

MNAT-enabled border
router

v
v

Private Address Space

-
192.168.10.10

-
192.168.11.10

Public Address Space
209.165.201.1

Internet j

- Server

NAT (NAT Terminology) JsSsisudl b clathias g atlia
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Inside local address
Inside global address
Outside local address

Outside global address
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Inside Network Outside Metwork
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Inside Network I > 1

34
192.168.10.10

Inside
Address

ISP

Local Addresses Global Addresses

Web Server

209.165.201.1
Outside Address
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SA DA SA DA
Inside Local Outside Local Inside Global Outside Global
192.168.10.10 209.165.201.1 209.165.200.226 209.165.201.1
=i
DA SA DA SA
Inside Local Qutside Local Inside Global Qutside Global
192.168.10.10 209.165.201.1 209.165.200.226 209.165.201.1

=

Inside Network Qutside Network

SA
209.165.200.226

Internet
192.168.10.10 ISP
R2 NAT Table
PC1
Inside Global Inside Local Outside Local Outside Global
Address Address Address Address Web Server
209.165.200.226 192.168.10.10 209.165.201.1 209.165.201.1 20H=1B5201

NAT glsdl o

NAT Jisnill gl &6 -
Static NAT -1
Dynamic NAT -2
Port Address Translation NAT (PAT) -3

Static NAT .1
Aalall s dglaall G sliall (g 2l 5 () as) 5 ol 46y 5k Static NAT padiey
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Static NAT

Static NAT Table

Inside Local Address Inside Global Address - Addresses
reachable via R2

192.168.10.10 209.165.200.226
192.168.10.11 209.165.200.227
192.168.10.12 209.165.200.228
Inside Outside

[PC4> ssh 209,165.200.226]

Internet>

Swri Static NAT Translation

192.168.10.10

5=

-
192.168.10.11

F
192.168.10.12

Dynamic NAT .2
Lalall o sliall Lgie LA TPV4 () siad) sl o 585 dalall (g 5all (00 (PoO]) Jlae Dynamic NAT JI aadius

(first-come first-served) ¥ sl a2l ¥ 5f asldll fase 38 5

Al () shay cpdll paddiiaal) e a3l JS Jad (e 558 il Public IPs o sbiadl (e CalS aae @llia (5 5 of cany
S

Jisall 3 4alia dale oy glie @llin (S5 a1 13 A A 303 (gl ae Juaal sl e T8 Le 130y Slea ()5S0 (o A3
.Public IPv4 Pool

Dynamic NAT

IPv4 NAT Pool
Inside Local Address Inside Global Address Pool - Addresses
reachable via R2

192.168.10.12 209.165.200.226

Available 209.165.200.227

Available 209 .165.200.228

Available 209.165.200.229

Acvvailable 209.165.200.230

Inside Outside

Dynamic NAT Translation

Swr

192.168.10.10 Internet

-
192.168.10.11

-
192.168.10.12
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Port Address Translation NAT (PAT) .3
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Benefits of NAT

» Conserves the legally registered addressing scheme

« Increases the flexibility of connections to the public network

+ Provides consistency for internal network addressing schemes
+  Provides network security

NAT J) bl 4

Jua ¥ tie ale ) Gald ol sie (e dasail) dleal lal < ) dalall (e i) dSalll ool & galiasl -
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.(NAT
Disadvantages of NAT
* Performance is degraded
+ End-fo-end functionality is degraded
* End-to-end IP traceability is lost
* Tunneling is more complicated
* Initiating TCP connections can be disrupted
Static NAT Jadiy 3|

:Static NAT dlae) die (s ) (ilege 2 5
Outside 4 & (g sbiaS Lgaladinl 2w Sl 0 slall 5 Inside Local dlalall g gbiall (g day el v
Sliius Local
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Example Static NAT Configuration

Inside Network Outside Network

S0/0/0
Internet

Web Server " B Client
209.165.200.254

Static NAT

192.168.10.254 i
Translation

[http:uzog. 165.201 .5]

Establishes static translation between an inside local address and
an inside global address.
R2 {config) f ip nat inside source static 192.168.10.254 209.165.201.5

R2 {config)# interface Seriald/0/0

R2 (config-if)# ip address 10.1.1.2 255.255.255.252
Identifies interface serial 0/0/0 as an inside NAT interface.
B2 {config-if)# ip nat inside

R2 {config-if)# exit

R2 {(config) # interface Serial0/1/0

B2 (config-if)# ip address 209.165.200.225 255.255.255.224
Identifies interface serial 0/1/0 as the outside NAT interface.
E2 (config-if)# ip nat ocutside

Inside Network 1 QOutside Network

Internet

) Client

209.165.200.254

Web Server 7 .

192.168.10.254 DA

-
N
-
w
e
=
N
£

192.168.10.254 208.165.201.5 209.165.200.254

NAT Table
Inside Local Address Inside Global Address Outside Global Address

A Cilaglaill (gaa) aadins iaaa JS5 Static NAT J) das (e Ggaaill

«———The static translation is always present in the NAT table.

E2# show ip nat translations

wglobal Inside local outside local Outside global
4— | 209.165.201.5 192.168.10.254 ——— =
R2#

ranslation during an active session.

R2# show ip nat translations

| Pro Inside global Inside local Outside local Outside glcbal
44— |-~ 209.165.201.5 192.168.10.254 205.165.200.254 209.165.200.254
R24
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RZ2# cleaxr ip ‘gf/;;atistica

Total active translations: 1

Peak translaticns: 0

Outside interfaces:
Seriald/o/1

Inside interfaces:
Seriald/ 0/ 0

RZ24 show ip nat statisticsg¢ ——

{1 static,

0 dynamic; 0 extended)

Hits: 0 Misses: 0 «

<output omitted>

Client PC establishes a session with the web server

R24 show ip nat stdtistics
Total actiwve translations: 1
Peak translaticons: 2,
outside interfaces:

(1 static,
occcurred 00:00:14

0 dynamic;
ago

0 extended)

Seriald/1/0
Inside interfaces:
Seriald/ 0/ 0
Hits; 5 Misses: 0 <
<output omitted=
. o ES
(simple-NAT-static)1 Jua
) The Border Router
R 1{config)#ip route 0.0.0.00.0.0.0 11.0.0.2 )
/ R2(config)#ip route 0.0.0.0 0.0.0.0 11.0.0.1
R 1{config)#ip nat inside source static 10.0.0.10 50.0.0.1 - 11.0.0.0 /30 2
. - (5 e — - Gig0jo’
R 1(config) #interface gigabitEthernet 0/0 - -y g
R 1{config-f)#ip nat inside 911 _—l
1 1 fGaojo 291 Gigf1
R 1{config+f) #interface gigabitEthernet 0f1 . R2
R 1{config-if) #ip nat outside
12.0.0.0 /24 / Outside Network 12.0.0.0
40
Fal1

Fal

F o)
PC-FT 20 pC-PT
PCO PC1 PC-PT
PC3
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Dynamic NAT Jadig alas) 4

salas ) &l E

Dynamic NAT Configuration Steps

Dynamic NAT Configuration Steps

Step 1 Define a pool of global addresses to be used for
translation.
Aalad) cpglintl e Jlaa oLl ] ip nat pool name start—ip eﬂdﬁv

A el i e ) {
ol lgalstind e netmasknetmask | prefix-length prefix—Ilength

1

Step 2 Define a standard access list permitting the addresses
that should be translated.
access-list access—Iist—number permit
source [scurce-—-wildcard]

Step 3 Establish dynamic source translation, specifying the
S Sl . . access list and pool defined in prior steps.
*h"f Ssebisa nat psal ouelic3 ip nat inside source list accesk-Iist-—
Adall (g sliall Jls s ACL J) number pool name
| st Identify the inside interface.

ace type number
ip nat inside

<\Identif1the outside interface.

interface type number

a1 ) asaig

| ip nat outside

Crstall paail ACL elial-2

Crstie JS o8 5) Lebsaty = gansall
(Y ol A0 A

Dynamic NAT Process

@

SA SA
92.168.10.1 1209.165.200.226

192.168.10.0/24

Inside Network ! QOutside Network
]

Internet

SA
92.168.12.1

-
192.168.11.10

192.168.11.0/24

Server

209.165.200.254

IPvd4 NAT Pool

Inside Local Address Inside Global Address Pool Outside Global Address

@ 192.168.10.10 209.165.200.226 209.165.200.254
9 192.168.11.10 209.165.200.227 209.165.200.254




(simple-NAT-dynamic)2 Jue
R 1{config)#ip route 0,0.0.00.0.0.0 11.0.0.2 The Border Router
R.1{config)#ip nat pool ahmad 100.0.0.10 100,0.0.20 netmask 255.0.0.0

R.1(config) #access-ist 1 permit 10,0.0,0 0,255,255,255 R2(config)#ip route 0.0.0.0 0.0.0.0 11.0.0.1
R1{config)#ip nat inside source list 1 pool ahmad 11.0.0.0 /30 il 2
- — Gigd/0:
L P,
R 1{config) #interface gigabitEthernet 0/0 1 911 291 Gigo/1l
R 1(config-f)Zip nat inside 1 -1 ¢ Gig0jo 7
R1(config-if) #interface gigabitEthernet 0/1 0
R.1{config-if) #ip nat nutside
12.0.0.0 /24 Outsidy/Network
Fadf1
W 10.0.0.0 /24
Server-PT
SETVeEryY
ide Network
Fal
30
o — g el A0 D -u_/J
PC-PT 20 pC-PT = : —
PCO PC1 PC-FT PC-FT PC-PT bt
REd PC2 PC4

PAT Jaadig dlae) o

: PAT Sy o yh 2a s

Crgbiadl (pa Jlaa aladiady L)
Example PAT with Address Pool

209.165.201.1
Inside Metwork ] Quiside MNMetwork
i Svr1

209.165.200.0/28
S0/1/0

S0/0/0

-
192.168.10.10 Internet

Swvr2
-

192.168.11.10

209.1656.202.129

Define a pool of public IPv4 addresses under the pool name NAT-POOLZ2.
R2(con P nat pool NAT-POOLZ2 209.165.200.226
< 9.165.200.240 netmask 255.255.255._224
Define which addresses are eligible to be translated.
<4 | RZ{config)# access-list 1 permit 192.168.0.0 0.0.255.255
Bind NAT-POOL2 with ACL 1.
R2(config)# ip nat inside source list 1 pocl NAT-POOLZ
“—  |overlocad

\

Identify interface serial O/0/0 as an inside NAT interface.
R2(config)# interface Serialo/o0/0

R2(config-if}# ip nat igside

Identify interface serial O/1/0 as the outside NAT interface.
R2(config)# interface Serialo/1/0

R2(config-if)# ip nat cutside —
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AN Aaalatl) Aadiuls alall () giall Mia o8 ) ddla) e oK) Dynamic NAT J) 4& yhall s3a 4nii

Ip nat inside source list /ist Number pool IPs Pool Name overload

L as) g ol i aladiuly gl

Step 1

Define a standard access list permitting the addresses that should be translated.

< access-list access-list-number permit source[source-wildcard)

Step 2

A 7 gAY diia Un 23ai |4

Ay Aaldlal) gy gliad) gt
Public JI ¢/l siall slaie)
g Ol sias Mial) 1agd
556aY) an 0 A
A Al AS ) Aa1

T

Establish dynamic source translation, specifying the ACL, exit interface and overload
options.

ip nat inside source listaccess-list-numberinterface type number overload
Identify the inside interface.

interface fype number
ip nat inside «—

Identify the outside interface.

interface type number
ip nat outside «—

(L 9a5 7 sameal) 4120 (py glind) wyaail ACL L) ¥ ol Ui by Cpiibad) o8y pal) LIS 8 43 Jaadli)

R1{config)#ip route 0,0,0,0 0,0.0.0 11.0.0.2

(simple-NAT-overload) 3 Js

The Border Router

R.1({config)#access-ist 1 permit 10.0.0,0 0,255, 255,255 R2({config)#ip route 00,00 0,0.0.0 11.0.0.1
RA(config)#ip natinside source list 1interface gigabitEthemet 01 overloac~ 11.0.0.0 /30 11.0.0.0 ol
- cy IgUUS
R.1{config)#interface gigabitEthernet 0,0 € '_ Bl s
R 1{config-f)#ip nat inside 1 G?gloj;’D 291 M Gigdf1L
R 1{config-if) #interface gigabitEthernet 0/1 1 R2
R 1{config-if) #ip nat outside o
Outsiﬁ Network
12.0.0.0 /24

Server-PT
Serverl
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(Port Forwarding) diial) 4xa g3

AL A sk (e (S0l M 4aa i dddee 4 Port forwarding O

.(Port forwarding is the act of forwarding a network port from one network node to another)

A0 e (a0 Mg (Private) pald O sie () dha i Legan 58 (S Miag ale ol gie ) dlu 303655 4 )
FRRN

Do sl (Ko Vs Al 3l e dald (gl ellia Dlie 4381 A el 1S s ladadl) &) G Tas aie @lld (o G
A Al 4S8 (e L)

To the public IPv4
address of the

To the private IPv4 router and specific
address of the destination port of
server. the server.

192.168.1.99 SOHO Router .

- . —i
Inside Netwmtemet

PoS Server

| forward packets to the PoS server that match a
specific destination port.

SOHO Example (Single-Office Home-Office) 5_suall 431 jial) 44 ;i

Port Forwarding on a SOHO Router
209.185.200.225/28

Inside Metwork Internet

-
Client

Web Server SOHO Router

192.168.1.254

209.165.200.225:80 L

http://209.1 65.200.225]
192.168.1.254:80

Security

W DD RN FOURET SEImnNgE

Apps and Gamirg

OOrs Sangle o Fonem deng Port Range Forwandeg Pom Rarge TraQerng
Appiscatson name External Fort Erteenal Post Protocol Dwwice |Ps Enablec
Wieb Server 80 B0 TCP (=] 192 165 1 254 " P

A B Pew SEgRe PO Fonwaesing
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Web Server
192.1658.10.254

L @) Syl N Ao Port Forwarding J) )

) J g o) o) A A Sl 5 o LAY Skl o8 ) aad e (S Static NAT 2lae) 48 s salac) 43yl 4uid

Inside Network Cutside NMetwork

209.165.200.0/28

INnternaet

-
Client
209.165.200.254

'—[ http:f209.165.200.225 :8080]

209.165.200.225:8080

]
]
1
]
]
192.168.10.254:80 :

Establishes static translation between an inside local address and local port and
an inside global address and global port.
R2 (config)# ip nat inside source static tcp 192.168.10.254 80

209 _165 200225 8080

Identifies interface serial 0/0/0 as an inside MNAT interface.
B2 (config)# W!D

B2 (config—3if ip nat inside

Identifies interface serial O/1/0 as il:ie outside MNAT interface.

RZ2 (config)# interface 1
R2 (config—1i P nat outside

(simple-NAT-Port Forwarding) 4 Ji«

Choose whatever public ip
vou want for port-Forwarding
for our example

we have choosen:

Internal Metwork: Outside Metwork:

10.0.0.0424 R LT 200.0.0.0:24
=, Gight
A_ f‘--‘r I —— ————— Fal -'-
""""'—‘d‘G' 0/0 =2 20
Al — s — 1T g4 p 4 !
- o — Routeri Laptop-PT
— LaptopQ
= Fan
B RouterD
Server-PT
Serverl

Physical Config CLI Attributes
————3

105 Command Line Interface

Bouter {config) g

Router (config) #ip nat inside source static tep 10.0.0.10 20 100.0.0.100 =20
Router (config) #

Router (config) #interface gigabkitEthernet 0,0

RBouter{config-if) #ip nat inside

Router (config-if) gexit

Router (config) #

Router (config) #interface gigabkitEthernet 0,1

Router (config-if) #ip nat outside

Router (config-if)#
- Router (config-if) #do wr
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(NAT for [PV6) Gt (il J)3a¥) ol 0 NAT &

eliad lldl Caliag (ol sie yndecillion 340 <ol (nsbiall (e Jila 22e bits 128 Jskall I3 [PV6 (rsbie (s

IPV6 Craa AlSiiay Ll (3 slindl
Ayspa e oSalls pald N ale TPv4 () sie 0a NAT dosaill dilee [PV6 J) dan
Lalad 44134 [Pv6 (paa NAT Jae 40

IPv6 (IPv6 Unique Local Addresses) (saca S dll dddaal) ¢y gliall
Unique Local Address = ULA

LRI A e Al ) TPVE ci¥latls plendl G laa o) ginS ULA o inll a2iiion

FC00::/7 -> FDFF::/7 s (585 FC00::/7 45300 ULA Taw

o= 7 hits S af— 40 DS e—— 16 DilS = —— G4 DILS —

164
1111 110 Global ID Subnet ID Interface ID
M | | |
T T T
FCOO0::/7 Pseudo-Random EUI-64, Random or Manual
Algorithm Configuration

IPV6 0o e i onill Lin NAT ) pasind G 1,88 i 28y 51y o815 NAT ) Aglee [PVG 05k o333
Dls daasiedll oo g NAT64 sl bt NAT dilae zraai s IPV4 (3 sbic

\\>\_ IPv4 IPv4 Internet

. IPv6 4
el /' Packets \

" Packets "

-

NATE4 Translated Traffic Flow

IPv6-only Network

NAT64 Router

Native IPv6 Traffic Flow

~), IPv6 Internet

\..JPvﬁ/( /\.

/’ Internet
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Homework: ©

Implementing and configuring the labs in Example 3 and Example 4 ...
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222Any Questions
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